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7 Fraudes mais comuns no
mundo do empreendedorismo

Eu ja estava querendo escrever este post a um tempo, mas sempre achei que talvez
outras coisas deveriam ser compartilhadas primeiro. Mas um dia, ligada na Globo,
ouvindo as noticias, o Bom Dia Brasil falou de uma das inUmeras fraudes que tem
assombrando a maioria dos empreendedores de primeira viagem.

O Bom Dia Brasil falou especificamente de boletos falsos do Instituto Nacional de
Propriedade Industrial - INPI, que chegam na casa dos empreendedores logo apds
eles darem entrada no registro de sua marca. O video esta a disposi¢do na pagina de
videos do Bom Dia Brasil, mas, para facilitar para quem ndo viu, seqgue o link da
matéria que foi ao ar em 23 de fevereiro de 2015.

Obs.: Se vocé quiser saber como registrar a sua marca, sugiro que vocé leia este post.
Mas agora vamos ... aqui faco uma lista dos boletos e/ou fraudes que ja tive o
infortUnio de ter contato, sempre recebendo a ligagdo desesperada de
empreendedores, pensando que mais uma taxa teria que ser paga sem nenhuma
previsdo, mas que gracas a muita pesquisa e apoio de empreendedores mais

experientes, acabei por descobrir que se tratavam de fraudes.

1. Email do Departamento de dominio da China avisando que
alguém quer registrar sua marca la

Recebi os emails abaixo dos meus empreendedores, achei que algo estava errado e
fui pesquisar mais na internet. Trata-se de um golpe/ email scam jad bastante
conhecido agora. Portanto, aconselho a qualquer empreendedor que receba algum
email neste sentido, que ignore e busque apenas os registros que ele entenda serem
importantes (.com ou .net, por exemplo). Falo isso apesar de todos eles terem
respondido antes de me consultar... © Abaixo uns emails recebidos pelos nossos
empreendedores ao longo dos anos:
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2014-02-11 5:59 GMT-02:00 Susan Wang <susan.wang@pecisp.net>:
(Please forward to the President or Brand Owner, thanks)

Dear Brand Holder,

Sorry to bother yvou inexplicably. We are a China's domain name registration supplier, and there is one thing
confirm with your company. On February 11, 2014, we received an application form online from a company
Investment Co. Ltd” who wants to apply for some domain names and brand name related to "en——. In
confusion and adverse impact on your company, we need to verify whether this company is a subsidiary of
authorize them to register the related brand name and domain names? Currently, we have not formally acc
that company, we need to get your company's confirmation. Please give us a timely response within 7 work
better deal with this case. Thank you.

Blessings for you health and happiness!
Best Regards,

Susan Wang

Registration Department

Office: +0086-55165120117
Fax: +00B6-55185123303

Forwarded message -

From: Alan Sun <alan@d3-nic.com.cn=

Date: Fri, May 3, 2013 at 6:256 AM

Subject: Domain dispute and protection
To:

(Letter to the President or Brand Owner, thanks)
Dear President,

We are the department of Asian Domain Registration Service in China. | have something to confirm with you. We
formally received an application on May 2, 2013 that a company which self-styled "Stier Industry Ltd" were
applying to register " ®" as their Brand Name and some domain names through our firm.

Now we are handling this registration, and after our initial checking we found the name were similar to your
company's, so we need to check with you whether your company has authorized that company to register these
names. If you authorized this, we will finish the registration at once. If you did not authorize, please let us know
within 7 workdays, so that we will handle this issue better. Out of the time limit we will unconditionally finish the
registration for "Stier Industry Ltd". Looking forward to your prompt reply.

Best Regards,

Alan Sun

Tel:+86.551 /63495334 Fax:+86.551/63495344
Address:HuiZhou Ave# 700, Hefei, Anhui, China
Website:http:/ /www.d3-nic.org
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From: "Bertha Lee"<bertha lee@pidc asia=
Subject: About i} Brand registration

Date: December 10, 2012 12:22:33 AM GMT-02:00

{Letter to the President or Brand Owner, thanks)
Dear President,

We are the department of Asian Domain Registration Service in China. I have something to confirm with
you. We formally received an application on December 7, 2012 that a company which self-styled "Quaity
International Co.,Ltd" were applying to register "{ " as their Met Brand and some domain names
through our firm.

Mow we are handling this registration, and after our initial checking, we found the name were similar to
your company's, so we need to check with you whether your company has authorized that company to
register these names. If you authorized this, we will finish the registration at once. If you did not
authorize, please let us know within 7 workdays, so that we will handle this issue better. Out of the time
limit we will unconditionally finish the registration for "Quaity International Co.,Ltd". Looking forward to
your prompt reply.

Best Regards,

Bertha.Lee
Registration Department
Tel: +86-551-5184482 || Fax:+86-551-5123308

website:http://www.pidc.asia

Address:MNo.358 QianShan Road,ShuShan District,Hefei, Anhui,China
2012-12-8
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Fwd: Urgent: Concerning " [’ Brand Name dispute

4 messages
I - N o Wed, Jul 31, 2013 at 11:02 AM
To: natalie.witte@21212.com, IEEG_—_—_—— < A I com>

Ola Natalie,

Precisamos de sua ajuda para resolver uma questdo com relagdo a rnarca_

Um tal de Mark Wong, da easyfa.org (aparentemente uma empresa de registro de marcas e dominios na
Asia) entrou em contato dizendo gue uma outra empresa (safada, que registra dominios para depois
revendé-los) quer registrar a marca I - varios dominios " (vcia nos emails abaixo).
Como eles pesquisaram e descobriram que registramos o I com. €les estéo dando prioridade pra
gente registrar os outros dominios e proteger nossa marca.

Pelo que entendi eles querem registrar também a marca I = n3o apenas os dominios citados. E
é isso gue nos preocupa. Os dominios nem tanto pois o .com gue temos ja é global.

O Mark Wong nos pede uma resposta se queremos registrar os dominios com ele e entrar numa disputa de
nomes... ndo entendi muito bem.

Poderia nos orientar?

Forwarded message
From: Mark.Wong <mark.wong@easyfa.org>

Date: 2013/7/24

Subject: Re: Urgent: Concerning " | " Brand Name dispute
To: I - B o>

Cc: diretoria <dirstoria@ |G o>

Dear Director,

Thanks for your reply. | reply you as following:

1> If you don't have any relationship with “LIGA Management Group”. According to our working
experience, either they invest in domain names, just like someone registered
google.cni&google.com.cn and etc to get high reward several years ago, or they do the same
business as your client, so to confuse their customers and get profit.

2> We knew you have registered the domain name "H.com”‘ But now "LIGA Management Group” wanted
to apply for other domain names and Brand Name you have not registered yet Following are all the domain names.
and Brand Name which are submitted by "LIGA Management Group™

Brand Name:

Domain Names
i Asia
I o au Australia
M - China

I com.cn China
I Nk Hong Kong
I comar - Argentina
BN @ Canada
B = United States
I o vk United Kingdom
P . European Union

3= Because these domain names seem o have no relation with them, that's why we send e-mail to inform you. As a
domain name registry service organization, we have no right to reject any individual or entfity to register these domain
names through our body, because domain name regisiry is open all over the world, "who register first, who own first™.
| think you also know that. But it's our duty and responsibility to avoid this cyber squatting

Now, what you need to consider is to see whether you need to protect these domain names and Brand Name. If
important for, pls inform us in time, so we can apply priority to register for you, and send the dispute application form
to you al the same time. Due to ime is imited, if you have any question, pls contact me in ime. Thanks for your
cooperation

Best Regards.
Mark Wong
Auditing Department

Tel: 00852-31159222
Fax: 00852-31159221
Email: Mar
Website: hitp:

----- Original Message —--

From: Joifl_Marques

To: Mark Wong

Date: 2013-07-25,04:52:21

Subject: Urgent Conceming " instaguadros” Brand Name dispute

Dear Mark Wong,

We have nothing to do with the company "LIGA Management Group”. Instagquadros is the name of our bussiness.
Ifyou need more information, please contact me

Best Regards,

Joifl Marques

(If you are not the person who is in charge of this, please forward to the right person/ department,
as this is urgent, thank you.) Dear Director, We are the department of registration service in Asia
Currently, we have a urgent issue needing to confirm with your company. On July 18 2013, we
received an application formally. One company named ?LIGA Management Group? wanted to
applied for the Brand Name " | 2nd some domain names through our body. After our
initial checking, we found the Brand name and domain names being applied are as same as your
company! So we have to confirm with you at two points: 1. If the aforementioned company is your
business partner or your subsidiary, please DO NOT reply us. we will approve the application
automatically. 2. If your company have nothing to do with the aforementioned company, they
maybe have other purposes to register the Brand name and domain names. Currently, we have
postponed this application of this company temporarily already. In order to deal with this issue
better, please let the responsible officer contact us as soon as possible. Best Regards, Mark
Wong Auditing Department Tel: 00852-31183232 AsadiBR%?-31159221
Email:@Mark.Wong@easyfa.orgiEebsite: @http:/fwww.easyfa.org
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Fwd: Re: Re: [l

4 messages

I < I ) s—Corm.br> Tue, Jul 2, 2013 at 10:17 PM
To: "Natalie Witte (21212)" <natalie.witte@21212.com>, | NN < I & BENNN com. br>

Nat,
Me ajuda com isso? Néo té entendendo nada...
Sera que devo procurar o escritorio que fez o registro da nossa marca?

Bjo.

Mensagem encaminhada
De: "Alice" <aliu@hkcreating.com>

Data: 02/07/2013 22:07

Assunto: Re: Re: I

Para: " N <M - B corn >

Cc:

Dear I

Thank you for your reply. We are a senior domain registrar in Hong Kong. On July 1st, we received an
application formally. During the auditing process, we found the domain names applied by Gaobei Investment
Co are conflicting with the domain name you are using, so we inform you about this issue.

What Gaobei Investment Co is eager to apply for registering are the following domain names,
et cn )

I com.cn

o

L

I com.hk

— 0

Because domain name takes open registration to the public, this is intemational domain name registration
principle. Gaobei has right to register these available domains. As a registrar, we have no right to decline the
application of any third party. | think you must know some cases about the domains grabbed by third party,
some companies grab domains to sell them on the intemet, even redirect them to some illegal websites.
Such kind of case also frequently happens intemationally, we don't wish that there will be any infringement on
the interests of your company in the future, either.

As the owner of the trade name [l you will get the priority to register these domains during the dispute
period. If you think these domain names are important to you, we will help you register them, this is the only
way to prevent domain name from being grabbed. But if you don't think their application will do harm to your
profits, you can give up, we will finish their registration.

Please give me your decision ASAP so that we can conduct the next step work.
Best regards,
Alice Liu

From: [N
Time: 2013-07-02 21:38:10
To: aliu@hkcreating.com
Subject: Re:

Hello, Alice. Good morning.

Sorry, but | didn't understand what you mean with your message.

We are a startup from Brazil and we have this trademark "JJi}’ already registered in Brazil since 2011.
How can | help you?

Best,

Co-Fundador

L. |
— B o o
I

Em 02/07/2013, as 04:54, contato@ . com.br escreveu:

Dear CEOQ or Director, We are a senior domain registrar in Hong Kong. 1.0n July 1st,

2013, we received an application formally. One company named Gaobei Investment

Co. wanted to register the Network Marketing Keyword "' ith some related

domain names with our organization. 2. During our preliminary investigation, we found
that these Domain Names' keyword is identical with your Trade Mark, this is why we

inform you. 3. | wonder whether did you consigned Gaobei Inv nt Co. to register
these Domain Names with us? Currently, we have already posmm%any's

application. Pls let the relevant principal make a confirmation with me ASAP. Thanks
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Fwd: URGENT Registration Notice For I

3 messages

< com.br> Tue, Jan 15, 2013 at 8:21 AM
To: Natalie - 21212 <natalie.witte@21212.com>
Cc: Team <team@ | .com.br>

Bom dia Natalie, tudo jéia?

Recebemos esse e-mail hoje pela manha avisando gue uma empresa na Asia estava querendo registrar o
dominio "N -

Dé uma olhada por favor no e-mail e minha resposta.

Isso pode trazer algum problema pra nés?

Abrago,
A

Forwarded message
From:

< S— O D>
Date: 2013/1/15

Subject: Re: URGENT Registration Notice For ||| N
To: tomg@nswebs-asia.com.cn
Cc: contato <contato @ com.br>

Tom Qian, "

We don't know this company (Toptv & Commercial Co. Ltd) and have NOT authorized this company register
this domain!

The domain and brand is maintained by (I Servicos de Infomatica ). and it is not
allowed for third parties to use that.

We are available in case of further questions.

Regards,

2013/1/15 Tom Qian <tomg@nswebs-asia.com.cn>
(It's very urgent, so please transfer this email to your CEO or appropriate person.
Thanks a lot.)

Dear CEO/Principal,

We are the department of Asian Domain Registration Service in China. Here | have
something to confirm with you. We formally received an application on January 15,
2013 that a company claimed "Toptv & Commercial Co.,Ltd" were applying to register
'R’ as their Net Brand and some "' Asian countries top-level domain
names through our firm.

Now we are handling this registration, and after our initial checking, we found the name
were similar to your company's, so we need to check with you whether your company
has authorized that company to register these names. If you authorized this, we would
finish the registration at once. If you did not authorize, please let us know within 7
workdays, so that we could handle this issue better. After the deadline we will
unconditionally finish the registration for "Toptv & Commercial Co.,Ltd" Looking forward
to your prompt reply.

Best Regards,

Tom Qian (Mr.)

Senior Consultant Manager
21212 Academy
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Mais informag¢des sobre este golpe podem ser encontradas nos seguintes links:

http://www.hoax-slayer.com/domain-name-application-scam.shtml e
http://www.craftix.com/chinese-domain-name-scam.html

2) Boleto do ANPII

Outro exemplo de boleto suspeito é aquele recebido de uma empresa chamada ANPII (0 nome é inclusive bem
parecido com o INPI, érgdo oficial de registro de marcas e patentes). Portanto, CUIDADO!!

No caso da ANPII, é uma Associacdo Nacional de Propriedade Intelectual e Industrial e, se vocé pesquisar com calma,
eles existem e sdao uma empresa/associacao terceirizada que presta servigos “informativos” de marcas, como, por
exemplo, te notificar quando a sua marca esta sendo processada, ou qualquer outra publicagao que lhe diga respeito na
Revista do INPI.

Agora, o engracado é que o proprio site do INPI (http://www.inpi.gov.br/portal/) ja tem esse servico de graca, a
disposi¢cdo do usudrio, sé necessitando o cadastro do nimero de seu processo de registro de sua marca (na area de
Servicos, é o SISTEMA PUSH).

Portanto, o pagamento desse boleto NAO é obrigatdrio. FIQUEM ATENTOS! Abaixo um exemplo de boletos recebidos:

O ANPII s6 foi um exemplo. Existem outros que se aproveitam do desconhecimento das empresas. Agora, como eles
descobrem sobre vocés? Simplesmente ficam acompanhando a publicacdo dos registros e verificam se é o seu primeiro
registro ou ndo... Segquem alguns exemplos dos boletos que recebemos...
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3)Instituto Universal de Marcas

Mais um “espertinho”, igual ao do ANPII. Se vocé jogar o CNPJ deles, mostra que eles sdo uma microempresa que
existe desde maio de 2011... De novo, ndo tem nenhum pagamento obrigatério aqui. Portanto, tomem cuidado.
Uma recomendacdo é sempre pesquisar o CNPJ antes de pagar qualquer boleto estranho.
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4) Sindicatos

Isso é uma parte perigosa para qualquer empreendedor de primeira viagem... Toda e qualquer empresa nascente
ou ndo precisa pagar um sindicato patronal, mas vocé precisa antes confirmar com seu contador a qual sindicato a
sua empresa pertence, pois assim que vocé ganha seu CNPJ, vocé comeca a ser assediado por inumeros sindicatos
que até parecem ter motivo de serem seu sindicato, mas SEMPRE confirme com seu contador antes.

No exemplo abaixo, é um sindicato que atua para o setor de informatica. A questdo é que todos nds ja tinhamos
pago o respectivo sindicato (ndo esse, outro...). Pelo que entendi, neste caso especifico, como eles tiveram
atuacdo no acordo coletivo trabalhista do setor, eles querem também a parcela deles de contribuicdo. Mas as
empresas que ndo participaram da negocia¢do ndo sdo obrigadas a pagar.

21212 Academy

Entre para o melhor time de empreendedores do pais


http://academy.21212.com/
http://academy.21212.com/

21212

ACADEMY

De novo, isso ndo se trata de uma fraude, mas de um alerta para o empreendedor ndo pagar mais de um sindicato
por vez. Sendo que uma vez escolhido o sindicato, sempre serd o mesmo (até segunda ordem do Contador).

5) Associacao Comercial Empresarial do Brasil

Se vocé olhar com cuidado os artigos elencados da Constituicdo Federal no boleto, todos eles falam que ndo é
obrigatério a associacdo com nenhuma entidade:

“Artigo 52. (...)
XVIl - é plena a liberdade de associa¢Go para fins licitos, vedada a de cardter paramilitar;

XX - ninguém poderd ser compelido a associar-se ou a permanecer associado,;”

21212 Academy
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Portanto, se vocé nao é obrigado a associar-se pela prépria Constituicdo Federal, podem ignorar. Algumas
empresas estdo se aproveitando dos CNPJs abertos recentemente para enviar para as pessoas boletos
para se associarem as cooperativas e etc.
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6) Golpes de emails em péssimo inglés dos nigerianos

Esse item foi enviado pelo Tim, desenvolvedor da Pagpop. Citando o proprio Tim:

“Acabei de ler uma resposta totalmente bombastica sobre uma pergunta que parece 6bvia: por que os emails
de golpe da Nigéria tém um inglés tdo ruim? Porque sao feitos de forma tdo dbvia que somente um idiota cairia naquilo?
Pensava que era porque eles simplesmente ndo tinham dominio de inglés bem-escrito. Mas a resposta no Quora é tao
supreendente e informativa que resolvi mandar para vocés:

http://www.quora.com/Scams/Why-are-e-mail-scams-written-in-broken-English

Nao sei se é verdade ou ndao, mas nao importa. O fato € que essa resposta tem relevancia para nosso trabalho de
startup. A PagPop tem esse problema no momento: pagamos por cada click que um usuario der nas nossas campanhas
de Adwords. Mas nem toda pessoa que chega no nosso site acaba se cadastrando e dando retorno para a empresa. As
vezes € melhor alcangar poucas pessoas com o perfil certo do que muitas das pessoas erradas.

Agora, a parte mais dificil: ser tdo espertos quanto os nigerianos! “

Bom, fica a dica. ©

7) Ultimo email suspeito: Open Innovation Network

A proposta deles é vocé possuir protecdo contra patentes... Mas a maioria das empresas de tecnologia (digital)
nem patente tem... Segundo o grande mestre Cyber, CTO da 21212, vocé pode escrever de milhdes de formas
diferentes o cédigo para executar a mesma tarefa, entdo ndo adianta patentear nada... Portanto, ndo adianta
aceitar o convite...

Pode ndo ser o caso de outras empresas, que podem até ter uma patente para registrar. Mas, novamente, a
patente deve ser registrada utilizando um bom escritério de marcas e patentes e, obviamente, deverd ser
registrada no érgao oficial de registro de patentes, o INPI.
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Fwd: Open Invention Network
4 messages

<Jl2EE com.br> Mon, Mar 3, 2014 at 11:22 PM
To: Natalie Witte <natalie witte@21212.com>

Qi Natalie, tudo bem?

Enviarem esse email para mim, convidando para fazer parte da Open Inovation Network, por sermos parte
do SUPBR. Vocé conhece?

Dei uma pesquisada no site, achei meio estranho e ndo estou muito certo de fazer parte disso. Uma
plataforma para proteg&o de patentes....
se vocé conhecer e achar uma boa, to dentro.

beijo e obrigado

Forwarded message
From: Nick Vidal <nvidal@openinventionnetwork.com>
Date: 2014-02-21 20:34 GMT-03:00

Subject: Open Invention Network

To: R CHEE co b

Dear Mr. Moares,

I'm Nick Vidal from the Open Invention Network (OIN) and it's a
pleasure to announce that you have been invited to join our exclusive

network. You have been selected to join us because you are part of
Start-Up Brazil.

OIN is a unique network composed of over 700 distinguished companies
and organizations:

http://www.openinventionnetwork.com/licensees.php

OIN has brought together the leading tech companies to form one of the
most extensive patent pools with the intention of protecting its
members and licensees against patent trolls. These tech companies
include Google, Red Hat, IBM, Facebook, and Mozilla.

Joining OIN is completely FREE and it only takes 5 minutes:
http://licenses.openinventionnetwork.com

Feel free to ask me more details if you have any questions.

Thank you for your consideration.

Kind regards,
Nick

Ressalto que esta lista ndo é exaustiva, entdo se vocé tiver outro tipo de fraude que queira compartilhar, por
favor, sinta-se a vontade de postar nos comentdrios, para que outros empreendedores ndo caiam na mesma

armadilha.
Fico por aqui.
Até a préximal

Natalie
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